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ABSTRACT

Bandwidth management and optimization are very critical to
any organization especially universities and research
organizations. This work is aimed at the development of a
policy- based bandwidth scheme for ABU Zaria (as a case
study). ABU Zaria currently has a fibre-based STM-1 links
leased from Glo — I, thus providing the university with a full
duplex bandwidth of 155Mbps. The university has a student —
staff population of about 40000 currently and a fibre ring
back-bone network linking the three campuses at Samaru,
Shika and Kongo. The work involved collection and analysis
of traffic data over a 90-day period using Packet Sniffer, for
the development of the policy- based strategies for bandwidth
optimization. Simulation of the effect of the policies on a
segment of the network was carried out using the GNS3 and
validation of results of the simulation was done on a small
network. The results showed as improvement in bandwidth
utilization from 3.9Mbps to 2.9Mbps thus saving 1.0Mbps in
bandwidth when the developed policies were implemented.
This is an indication that when implemented on the live
network there will be better management of the bandwidth.

[2]
General Terms

Policy based - bandwidth management implementation,
Design a model, simulated in a GNS3.

Keywords: Policy Creation Process, Configuration and
simulation.

1. INTRODUCTION

ABU Zaria has a staff- student population of about 40,000
with varied interests (academic and non-academic) for
utilizing bandwidth  is insatiable and without proper
management it will not be optically utilized in line with the
mission and vision of the network. This thus necessitates the
need to develop a comprehensive bandwidth management
policy, in this case, policy — based.

The proposed model is expected to meet the needs of campus
ICT department who need to offer their campus community
proper internet services through as follows:

i Guaranteed bandwidth ~ for  education
applications in the campus network.

ii. Reduce traffic congestion and increase
network efficiency in the campus network.
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iii. Control users and applications in their access
to network resources. [1]
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LOGICAL DIAGRAM OF THE CORE AND DISTRIBUTION LAYERS OF THE ABU NETWORK

Figure 1: Logical Diagram of the core and Distribution
Layers of the ABU Network

2. BACKGROUND

Bandwidth is the maximum amount of data that can travel a
communications path in a given time.

Bandwidth is typically measured in bits per second. If you
think of the communications path as a pipe, then bandwidth
represents the width of the pipe that determines how much
data can flow through it all at once [3] Inbound traffic is data
that is received by your computer from another computer.
Outbound traffic is data that is sent from your computer to
another computer. With the ever-increasing number of users
that use high bandwidth for broadband multimedia traffic over
the Internet, such as interactive games, videoconference,
High-Definition Television (HDTV) and other high-speed
services, high growth of access network is the most glaring
issue in the communication industry

3. STATEMENT OF PROBLEM

There are about 40000 students and staff in ABU Zaria which
is multi- campus based (Samaru, Shika and Kongo). On the
average there are about 6000 — 7000 concurrent users on the
ABU network at any particular time (especially during the
hours of 8:00am to 4:00pm). These users have varied interacts
and reasons for being in the network (academic and non -
academic).

Most traffic activities on the network are mostly on the
Internet compared to the intranet (which is robust and fast



since it is on fibre). This implies bandwidth usage and even
though ABU Zaria is on STM-1 link via fibre from GLO I
(full duplex bandwidth of 155Mps), Lack of a comprehensive
bandwidth management policy can lead to a non —optimal
usage of such bandwidth.

4. POLICY CREATION MODEL
METHODOLOGY

The pertinent steps in designing the proposed model are as
follows:

i Defining High-Level Abstract Policies
ii. Specifying High-Level Goals
iii. Defining Sub-Goals
iv. Generating Strategies

V. Identifying Conditions

Vi. Identifying the Subject and Target
vii. Defining the Policies which will be deployed by
the System

4.1 Defining high-level abstract policies

In this phase the management objectives are extracted. The
aim of this approach is to create policies to manage the
internet traffic, because it is necessary to use effectively the
Internet links according to the services that it offers. This
requirement is needed so that there would not be a
‘bottleneck’ within the network. In this sense, the following
needs /requirements are observed:

i. Videoconferencing and streaming services should be
prioritized and must ensure adequate bandwidth for their
proper functioning.

ii. Access to sites of institutional interest must always be
guaranteed.

iii. Services of non-institutional interesting should have low
priority and be restricted during working hours.

iv. Hosts that have special permits should be having
unlimited bandwidth.

v. Web servers must be accessed at any time and at a good
speed, regardless of the amount of traffic which they
arise [2]

4.2 Specifying high-level goals

It expresses the aims to be achieved by the management
system in general way (abstract level). Since it uses a goal
approach for creating policies, it needs to define high-level
goals that fulfill the necessities and requirements defined into
the High-Level Abstract Policies. Now define the high-level
goal G 1, "Bandwidth optimized for both incoming and
outgoing internet traffic “which represents the main objective
that should be achieved by the management system policies
(3]

4.3 Defining sub-goal

In this step, is to extract the sub goals (SG) and generate a
refinement hierarchy. This is done taking into account the
management needs/requirements, available resources and
information about the management environment. It is
necessary to take into account the services, there sources
consumed by each service and the priority to be given to each
of these resources, according to the role in the institutional
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mission at the university. Figure 1.1 shows the refinement
hierarchy generated for this particular case, where
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Figure 2: Refinement hierarchies

G 11 "Bandwidth optimized for both incoming and
outgoing internet traffic “which represents the main
objective that should be achieved by the management
system.

SG,.1: Allow access to the Services and/or Applications.

SG,.,: Set a Bandwidth for Services and/or applications by
defining thresholds (Minimum -Maximum).

SG,5. Ensure a Bandwidth for Services and/or
Applications.

SGj;: Ensure a bandwidth of 256kbps per incoming
connection to mail servers.

SGg3.,: Set the maximum bandwidth allowed per outgoing
connections from mail servers.

SGs.3: Set a minimum bandwidth of 512kbps for incoming
and outgoing connections of computers that have urgent
downloads.

SGs.4: Ensure a bandwidth of 1024kbps for incoming and
outgoing connections to streaming Server.

SG35: Ensure a bandwidth of 512kbps per connection for
incoming and outgoing traffic of videoconference
equipments.

SGs6: Ensure a bandwidth of 512kbps for incoming
connection to the Web Server.

SGz 7 Set the maximum bandwidth allowed per
connection for outgoing traffic from Web Servers.

SG3.g: Deny access to RapidShare during working hours.

SG34: Deny access to P2P applications during working
hours.

SG3.1: Allow access to P2P applications during non-
working hours.



SG3.1;: Set a minimum bandwidth of 64kbps to internet
access for equipment with public IP address.

SG3zp: Set a maximum bandwidth of 512kbps for
outgoing traffic from FTP server.

SG33: Set a minimum bandwidth of 1024kbps for
outgoing traffic to important web sites.

SGa3.14: Ensure a bandwidth of 1024kbps per connection
for outgoing traffic from streaming servers.

SG3z 50 Set a minimum bandwidth of 512kbps for
incoming traffic to proxy servers.

SG3 60 Set a minimum bandwidth of 1024kbps for
outgoing traffic from proxy servers.

4.4 Generating strategies

Strategy is called the sequence of sub-goals that should be
implemented to obtain the high-level goal in the management
system. The strategy can be encoded in one or more mid-level
policies). Therefore, it must meet allow-level goals in order to
achieve the high-level ones. The generated strategy is called
S1.

S1 =S8G3.1 A SG3.2 A SG3.3A SG34 A SG35 A SG36 A SG3.7 A SGag
A SGi.9 A SG3.10A SG3-11 A SG3q2 A SGaa3 A SG3z.14 A SG3.15 A SGs.
16

4.5 Identifying conditions

.In this step should be identified all conditions that help each
Sub Goal to be achieved in the system taking into account the
functionality that the system supports, determining the source
and destination of traffic, the type of service and time in
which each Sub Goal is executed.

4.6 ldentify the subject and target

It is necessary to identify the subject and target that will be
specified in the final policy rules. The Subject refers to the
entity responsible for implementing the actions involved in
the policy or the objects that are permitted or prohibited in the
actions. The Target refers to the elements affected by the
policy actions.

Table 1. Summary of Conditions Identified for each Sub-
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SG;3 | Any source RapidShar | Web Workin

8 e Servers Application | g Hours
S

SGs. | Any source Any p2p Working

9 destination Applications | Hour

SGs. | Any source Any pP2p Non

10 destination Applications | Working

Hours

SGs. | Host with NAT | Any All IP Any time

1 or Public IP destination

SGs. | FTP server Any FTP Any time

2 destination

SGs. | Any source Important Web Any time

13 Web Sites Applications

SGs. | Streaming Any All IP Any time

14 Servers destination

SGs. | Any source Proxy All IP Any time

15 Servers

SGs. | Proxy Servers Any All IP Any time

16 destination

Goal
Sub Conditions
Goa
| Source Destination | Services Time
SG;z. | Mail Servers Any Mail Any time
1 destination
SG;z- | Any source Mail Server | Mail Any time
2
SGs. | Hosts with | Any All IP Any time
3 Important destination

Downloads

SGs. | VoIP Server Any VolP Any time
4 destination
SG;. | Videoconferenc | Any All IP Any time
5 e Equipments destination
SG;z. | Web Servers Any All IP Any time
6 destination
SG;3 | Any source Web All IP Any
7 Server time

Table 1.1 summarizes all identified conditions that help each
Sub Goal to be achieved in the system. That is, the source and
destination of traffic, the type of service and time in which
each Sub Goal is executed.

4.7 Defining the Policies which will be specified in the
System

In order to deploy a policy in a management system, it is
necessary to define this in a mid-level policy format for this; it
uses all the elements obtained in the previous steps (e.g. sub
goals, conditions, target, and subject). The following are the
defined policies that make up the strategy S1:

P1 (Based on SGg.;): If “The Service is email, the Source
Address is mail servers, Destination Address is whichever,
anytime” Then “Ensure a bandwidth of 256kbps to mail
servers, and assign a medium priority (6)”.

P2 (Based on SGg3,): If “The Service is email, the Source
Address is whichever; the Destination Address belongs to
one of the mail servers, anytime” Then “Assign a medium
priority(6) and give the maximum available capacity to
service”.

P3 (Based on SGg3): If “The Source Address belongs to
any host of urgent downloads group, Destination Address
is whichever, anytime” Then “Assign a minimum
bandwidth of 512 kbps for both inbound and outbound
connection to that computer, and give a high priority (9)”.

P4 (Based on SGsy): If “The Source Address and
Destination Address is the VoIP server, anytime” Then
“Ensure a bandwidth of 1024 kbps for both inbound and
outbound connection to that server, and assign a high
priority (9)”.

P5 (Based on SGss): If “The Source Address or
Destination Address belongs to any video conference
equipments, anytime” Then “Ensure a bandwidth of 512
kbps for both inbound and outbound connections to these
hosts and assign a medium priority (6)”.

P6 (Based on SGg.). If “The Source Address is whichever,
the Destination Address belongs to one of the web servers,




anytime” Then “Ensure a bandwidth of 512kbps for
incoming connection to these servers and assign a middle
priority (7)”.

P7 (Based on SG37): If “The Source Address belongs to
one of the web servers, Destination Address is whichever,
anytime “Then “Give the maximum available bandwidth
for outgoing connection from these servers and assign a
low priority (4)”.

P8 (Based on SGgg): If “The Source Address is
whichever, the Destination Address is one of the
RapidShare servers, the Service is a web application,
anytime” Then “Discard traffic from and to those servers”.

P9 (Based on SG3.g): If “The source address is whichever,
the Application is P2P, at working hours” Then “Deny
Access to those applications”.

P10 (Based on SGgsg): If “The Source Address and
Destination Address is whichever, the Application is P2P,
at non-working hours” Then “Accept traffic to and from
those applications”.

P11 (Based on SGs.1y): If “The Source Address belongs to
one host with NAT or Public IP, Destination Address is
whichever, anytime” Then “Assign a maximum
bandwidth of 64 kbps to these hosts and assign a middle
priority (7)”.

P12 (Based on SG3.1»): If “The Source Address belongs to
one of the FTP servers, Destination Address is whichever,
anytime” Then “Set a maximum bandwidth of 512 kbps
for outgoing traffic from FTP servers and assign a low
priority(4)”.

P13 (Based on SGgj3): If “The Source Address is
whichever, Destination Address is one of the important
web sites, anytime “Then “Set a minimum bandwidth of
1024 kbps”.

P14 (Based on SGs.14): If “The Source Address is one of
the streaming servers, Destination Address is whichever,
anytime” Then “Ensure a bandwidth of 1024 kbps per
connection and assign a middle priority (6)”.

P15 (Based on SGgjs): If “The Source Address is
whichever, the Destination Address is one of the proxy
servers, anytime “Then “Set a minimum bandwidth of 512
kbps and assign a middle priority(7)”.

P16 (Based on SGs.i6): If “The Source Address is one of
the proxy servers, Destination Address is whichever,
anytime “Then “Set a minimum bandwidth of 512 kbps
and assign a middle priority (5)”.

The ranges established to determine the priority assigned
to each policy are like follow:

i. From 1 to 4, low priority,
ii. From 5 to 7, middle priority and
iii. Finally from 8 to 9, high priority [5

International Journal of Computer Applications (0975 — 8887)
Volume 68— No.4, April 2013

5. RESULTS AND ANALYSES

All the policies set on the objectives of the research work is
implemented on the MLS using GNS3. [5]

Figure 3 is the flow chart showing the design and the
implementation process of the bandwidth optimization (G;.1)
policies in a tree form. At the apex, it shows the ultimate goal
of bandwidth optimization with the sub goals (SGs) beneath
shown in a series of conditional statement which determines
which policy is to be implemented at a point and which one
not is implemented considering some important differences in
the sub goals.

YE:
SG 31,5636, YES
NO SG 314,is

implemented
SG 34,35, is implemented

Figure 3: Configuration and Implementation of the
policies flowchart

5.1 The Simulation Results

The polices are simulated on Graphical Network Simulator
(GNS3) based on the following:

a. Class map
b.  Policy map

c. Access list

& MULTLLAYER SWITCH =R =)
. ; &

Figure 4: Class map Configuration
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Figure 5: Policy map Configuration

E7 Dynamips3); POLICY_ROUTER, Console port

Figure 6: Access List Configurations

The validation of the policy was completed when
comparisons of the plots were made between the
data captured after the policy was implemented with
that which was previously captured before the
policies were implemented at specific intervals of
time and in overall which shows a great difference
between both. From such comparisons, it is safe to
say that the policies implemented have help
optimized the traffic flow of the network hence the
entire network is optimized.
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Figure 7 Daily bandwidth utilization graphs before policy

is implemented

Figure 7 shows the plots of data captured before the policy
was implemented, at the download the maximum occur at
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3.9Mbps at 1:30pm while the upload maximum is 499kbps at
10:30am
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Figure 8: Daily bandwidth utilization graphs after policy
are implemented

Figure 8 shows the plot of data captured after the
policy was implemented, at the download the
maximum occurs at 2.9Mbps at 11:45am noon
while the Upload maximum is 498kbps at 11:45am.
When this figure s compared with figured 4.8, It is
observed that bandwidth is conserved and used
more efficiently hence, optimization is achieved.

6. CONCLUSION

A campus network such as that covered by this research work
has an enormous and urgent need of a policy-based bandwidth
management implementation which was achieved by the
research work through a range of technologies. One of the
most important results of this work is the procedures adopted
for creating the various policies, which allowed development
through steps, with critical and careful decisions made at each
phase involved in this process. To be able to achieve the
desired goal of paying a large sum of money for bandwidth by
the University management and to justify the usage of such
capital-intensive acquisition of the said bandwidth which
should be mainly for academic and research purpose some
measure need to be put in place to check unwanted and
unnecessary network traffic most likely to be encountered on
such campus network (Bandwidth policies). It should
however, be noted that while such denials and limited
permissions are put in place some (though very few)
important University activities may also be affected but can
always be easily detected and logically resolved when ever
such problems are noted.
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